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Terms & Definitions 

1) ARR- Aggregate Revenue Requirement represents the total revenue a regulated entity (like an 

electricity distribution or transmission company) is allowed to recover from consumers during a 

specific financial year to cover its costs and earn an approved return. 

2) CAIDI- Customer Average Interruption Duration Index measures the average duration of a 

sustained interruption experienced by customers who experience an interruption. 

3) CCMP- Cyber Crisis Management Plan is a structured framework that defines how an 

organization prepares for, responds to, manages, and recovers from major cyber-security 

incidents that could disrupt operations, compromise data, or threaten critical infrastructure 

4) CVSS- Common Vulnerability Scoring System is a standardized framework used to measure 

and communicate the severity of software vulnerabilities. It assigns a numerical score from 0.0 to 

10.0, where higher scores indicate more severe vulnerabilities. 

5) High Risk Vendor is a third-party supplier whose failure, misconduct, security weakness, 

financial instability, or non-compliance could cause significant operational, financial, legal, 

safety, cybersecurity, or reputational harm to the organization. 

6) LTIFR - Lost Time Injury Frequency Rate measures the rate of injuries resulting in at least one 

full shift/day lost from work, excluding the day of injury. 

7) MAIFI- Momentary Average Interruption Frequency Index measures the average number of 

momentary interruptions experienced by a customer during a specified period. 

8) SAIDI- System Average Interruption Duration Index measures the average total duration of 

sustained interruptions experienced by a customer during a specified period. 

9) SAIFI- System Average Interruption Duration Index measures the average number of 

sustained interruptions experienced by a customer during a specified period. 

10) TRIFR - Total Recordable Injury Frequency Rate measures the rate of all recordable injuries 

occurring in a workforce relative to total hours worked. 

11) VAPT- Vulnerability Assessment & Penetration Testing, a security exercise in which external 

or internal security professionals scan and test systems (applications, servers, network, 

Application Programming Interfaces (APIs), endpoints, cloud assets, etc.) to identify 

vulnerabilities that attackers could exploit. 

1. Introduction 

1.1. About MSEDCL 

Maharashtra State Electricity Distribution Company Limited (MSEDCL), a wholly owned 

corporate entity CIN: U40109MH2005SGC153645 under the Maharashtra Government, was 

incorporated under the Companies Act on 31st May 2005 after restructuring the erstwhile 

Maharashtra State Electricity Board to distribute electricity from the end point of 

transmission to the end consumers. MSEDCL is a Public Company in the category o

developing, operating and maintenance of distribution system for supplying electricity to the 

consumers in its area of supply. As a deemed distribution licensee under section 14 of the 



3 
 

Electricity Act 2003, MSEDCL is carrying out the supply of power to the end users as well as 

maintaining the wire business for supply of such power. 

Currently, MSEDCL provides electricity throughout the State of Maharashtra and in few 

suburbs of Mumbai city and is one of the largest power distribution Company both in the 

country and in Asia, in terms of number of consumers and electricity supplied whereby it 

serves more than 3.2 Crores consumers with around 70,000+ employees.  

1.2. Need of the Policy 

MSEDCL acknowledges that, as a major power-distribution utility, it operates in an 

environment characterized by inherent uncertainties and volatility that can affect both its 

financial performance and non-financial outcomes. Given the scale of its infrastructure, the 

magnitude of its financial exposure, its responsibility for public safety, and its extensive 

regulatory obligations, a comprehensive Risk Management Policy is indispensable. 

Implementing a structured risk-management framework will enable MSEDCL to anticipate, 

mitigate, and respond to potential threats, thereby safeguarding stakeholder interests, 

enhancing confidence in achieving organisational objectives, and supporting sustainable 

business growth. It also complies with the statutory provisions under the Companies Act, 

2013 and Rules made thereunder. 

2. Objective of the Policy 

The main objective of this policy is to ensure sustainable business growth with stability and 

to promote a proactive approach in identifying, evaluating, reporting and managing risks 

associated with the business. In order to achieve the key business objectives, the policy 

should establish a structured and disciplined approach to Risk Management, including the 

development of the Risk Register, in order to guide decisions on risk related issues.  

The specific objectives of the Risk Management Policy are: 

1. To identify risks and potential threats that may hinder the achievement of the 

 

2. To continuously monitor and review the evolving risk landscape in response to 

internal business activities as well as external business, economic, and operating 

conditions. 

3. To assess exposure to all categories of risk on a regular basis and reduce such 

exposure to the lowest level reasonably practicable or achievable. 

4. To identify and periodically measure key risk indicators and initiate timely and 

appropriate actions to manage and minimize risk exposure. 

5. To conduct regular reviews of key risk controls to ensure they remain relevant, 

resilient, and effective in addressing identified risks. 
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2.1. Scope and applicability 

The policy guidelines are devised in the context of the future growth objectives, business 

profile envisaged and new business endeavours and the emerging global standards and best 

practices amongst comparable organization 

This Risk Management Policy is applicable to the following under the jurisdiction of MSEDCL: 

1. Corporate Office and all regional/zonal offices. 

2. Circle offices, field offices, and liaison offices. 

3. All operational assets, including substations, distribution lines, and customer service 

centres. 

4. All project sites, whether under construction or investigation, within Maharashtra and 

any future locations outside the state. 

3. Risk management approach 

Risk Management at MSEDCL is a structured process designed to identify, assess, and address risks 

that may impact the 

are managed proactively rather than reactively, enabling resilience and operational continuity. 

Risk management is not confined to a single function, rather, it is the responsibility of every 

stakeholder within the organization, including the Board of Directors, Senior Management, and all 

MSEDCL personnel. It applies across all functions, departments, projects, and operational units, 

covering both strategic and day-to-day activities. 

The primary objectives of establishing a Risk Management Process are to ensure that: 

 Comprehensive Risk Identification and Centralization 

All risks faced by the organization, i.e., operational, financial, regulatory, technological, or 

environmental shall be systematically identified and documented in a centralized risk 

exposure. 

 Continuous Risk Assessment and Mitigation 

Identified risks shall undergo structured assessment to determine their likelihood and 

impact. Appropriate mitigation strategies shall be developed and implemented, followed by 

monitoring and periodic reviews to ensure effectiveness and adaptability to changing 

conditions. 

4. Contours of Risk Management Framework 

Effective risk management within a power distribution utility begins with a structured and 

disciplined process of risk identification, followed by a logical and comprehensive risk categorization 

framework. Given the operational complexity, regulatory oversight, and public service obligations 

associated with electricity distribution, risks may originate from multiple sources, i.e., internal 

operations, sectoral dynamics, and broader external environments. Accordingly, the organisation 

adopts a proactive and systematic approach to identify potential events, conditions, and 

circumstances that may adversely affect operational reliability, financial sustainability, regulatory 

compliance, and service delivery. 
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This structured classification then forms the foundation for Risk Assessment & Mitigation, where 

risks are evaluated in terms of their likelihood and impact, prioritised accordingly, and addressed 

through appropriate control measures, governance mechanisms, and monitoring frameworks. 

Together, these processes ensure that risk management is not a standalone activity but a 

continuous, integrated cycle supporting operational resilience, regulatory compliance, and 

sustainable performance. 

4.1. Risk Identification 

The risk identification process is embedded across functional levels of the organisation and is carried 

out through periodic operational reviews, project monitoring mechanisms, audit observations, 

regulatory assessments, incident analyses, and stakeholder feedback. This enables early recognition 

of vulnerabilities in processes, systems, infrastructure, human resources, and commercial practices. 

Identified risks are documented, evaluated for their likelihood and impact, and subjected to 

appropriate mitigation planning through established control mechanisms and governance 

structures. 

4.2. Risk Categorization 

For effective assessment and management, risks are categorised into three principal groups. Unit 

Risks encompass internal risks arising from operational processes, systems, human resources, and 

infrastructure. Industry Risks relate to sector-specific factors, including regulatory changes, market 

dynamics, technological advancements, and competitive pressures. Macroeconomic Risks cover 

external influences such as economic conditions, policy developments, financial markets, and other 

broader environmental factors that may impact organisational performance. 

1. Unit Risks  Internal Operational, Project, People & Commercial Risks 

Unit Risks arise from within the organisation and are directly linked to how the utility manages its 

core business processes, infrastructure, human capital, systems, and commercial activities. These 

risks can undermine operational stability and service delivery if not proactively managed. 

a. Operational Process & Technical Risks 

i. Operation & Maintenance (O&M) risks: 

day-to-day operations and preserve asset integrity while meeting performance, safety, and 

service obligations, particularly in relation to the operation and maintenance of the 

distribution network and associated operational, technical, and support systems. 

ii. Distribution network performance shortfalls: Failure to maintain distribution assets 

(feeders, transformers, substations) can increase outage frequency and duration, affecting 

reliability and customer satisfaction. Legacy infrastructure and insufficient preventive 

maintenance elevate the risk of equipment failure. 

iii. Metering and data integrity issues: Faulty or obsolete meters, manual readings, and 

metering inaccuracies contribute to poor consumption data and billing errors, potentially 

inflating non-technical losses. 
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iv. Power theft and unauthorised consumption: Illegal connections, meter tampering, and 

energy diversion significantly increase commercial losses and complicate loss reduction 

efforts. 

 

 

b. Project Execution & Contractual Risks 

i. Errors in project estimation and scope definition: Inadequate demand forecasting, 

network design gaps, and incomplete project specifications increase cost overruns and 

schedule delays. 

ii. Project delivery delays: Supplier and contractor under-performance or logistical 

bottlenecks in equipment procurement can delay key initiatives such as grid 

modernisation, feeder segregation, and automation roll-outs. 

iii. Contractual ambiguity or unfavourable terms: Weak contract safeguards and poorly 

defined performance KPIs expose the utility to disputes, cost escalations, and contractual 

non-conformance. 

c. Commercial & Revenue Cycle Risks 

i. Billing shortfalls: The billing shortfalls occur upstream of revenue recovery. Electricity is 

supplied and consumed, but the corresponding revenue is partially billed, incorrectly 

billed, or not billed at all.   

ii. Collection (recovery of dues) shortfalls: High incidence of delayed or defaulted bill 

payments severely straining cash flows with increased receivables, bad debts & strain on 

operational obligations.  

iii. High AT&C (Aggregate Technical & Commercial) losses: Persistent technical losses due 

to network inefficiencies, and commercial losses due to theft and billing inefficiencies, 

directly undermine financial performance. 

iv. Disputes and legal exposures: Consumer grievances related to billing errors, tariff 

disputes, and service quality can escalate into prolonged litigation or regulatory appeals. 

d. Human Resource & Safety Risks 

i. Management risk: It is the risk of adverse impact on organisational performance, 

governance, or continuity arising from deficiencies, instability, or failure of key managerial 

persons or leadership positions, including risks related to capability, succession, 

decision-making, and conduct. 

ii. Skill and competency gaps: Shortages of specialised technical personnel, particularly for 

digital systems, automation, and advanced analytics, impede operational excellence.  

iii. Labour unrest and workforce safety: Disruptions due to labour disputes or work 

stoppages can affect field operations, especially during peak demand or outage restoration 

periods. 

e. Compliance risks: Compliance risk refers to the potential for legal, financial, operational, or 

reputational consequences resulting from the organisation
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laws, regulations, regulatory directives, contractual obligations, and internal policies 

governing its operations, financial management, and governance. 

i. Regulatory & Statutory: It refers to the obligation of the organization to adhere to all 

applicable laws, statutes, rules, regulations, regulatory orders, and license conditions 

governing the electricity distribution business, as prescribed by central and state 

authorities and sector regulators. 

ii. Operational & Technical Compliance: It refers to the adherence to prescribed technical 

standards, operational codes, procedures, and performance norms governing the safe, 

reliable, and efficient operation of the power distribution network and consumer interface. 

iii. Financial Compliance: It is the risk arising from non-adherence to financial laws, 

accounting standards, regulatory financial directives, and funding-related obligations 

applicable to the DISCOM. 

2. Industry Risks  Sector-Wide, Regulatory & Competitive Risks 

Industry risks are associated with the structural and regulatory environment of the electricity 

distribution sector, including market dynamics, technology trends, and regulatory frameworks that 

impact all distribution utilities. 

a. Regulatory & Policy Risks 

i. Tariff determination uncertainty: Delays or adverse decisions in tariff orders by the 

Maharashtra Electricity Regulatory Commission (MERC) can compress margins and 

constrain cost recovery. Independent bodies may face regulatory pressure, complicating 

timely tariff approvals.  

ii. Policy volatility: Frequent changes in industry rules, compliance requirements, and 

subsidy frameworks increase complexity in planning and revenue forecasting. 

b. Competitive and Market Risks 

i. Pressure from alternative service providers: While most DISCOMs operate in monopoly 

markets, increasing interest in private participation (including franchisee arrangements in 

some regions) could alter service expectations and performance benchmarks. 

c. Sector Transition & Technology Risks 

i. Integration of distributed energy and renewables: Growth in rooftop solar, EV charging, 

and distributed resources introduces variability and complexity in load management and 

network balancing.  

ii. Digital transformation risk: Adoption of advanced technologies (AMI, smart grid systems, 

outage management systems) poses project, interoperability, and cyber-security risks if 

not effectively governed. 

d. Financial Risk Across the Sector 

i. Persistent sector-wide financial stress: Even after tariff adjustments, DISCOMs 

continue to operate with weak financial metrics due to costs exceeding revenues, delayed 

subsidy compensation, and accumulated debt. 

3. Macroeconomic Risks  External Economic, Policy & Environmental Risks 
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Macroeconomic Risks reflect the influence of broader economic, fiscal, and environmental conditions 

 

a. Economic & Financial Market Risks 

i. Macroeconomic slowdowns: Economic downturns can depress industrial and 

commercial consumption, undermining revenue collections and cross-subsidy structures 

that support residential tariffs. 

ii. Financial risks: It is the risk that refers to a possibility 

health, performance, or stability could be negatively impacted by adverse changes in 

financial variables or structural weaknesses in its financial framework, potentially 

affecting its capacity to maintain operations, fulfil its obligations, and achieve its strategic 

goals. 

a) Borrowing risks: It refers to the possibility that the organisation may be unable to 

raise, refinance, service, or effectively manage its debt on acceptable terms and within 

required timelines, potentially constraining liquidity, increasing financing costs, or 

limiting financial flexibility. 

refinance existing debt. 

b. Policy & Political Risks 

i. Subsidy and tariff issues: State government decisions to mandate deeply subsidised or 

free power to specific consumer classes, without assured reimbursement, can create 

material cash flow deficits and escalate financial stress.  

ii. National reform initiatives: Large-scale programs such as distribution sector bailouts or 

privatization proposals can introduce transition risk, requiring organisational adaptation 

and potential restructuring.  

c. Environmental & Natural Hazard Risks 

i. Weather and climate impacts: Severe weather events (unseasonal rains, storms) have 

caused extensive damage to distribution infrastructure, leading to significant restoration 

costs and operational disruptions.  

ii. Climate variability risk: Long-term climate trends may alter peak load patterns and 

stress distribution networks beyond historical design norms. 

4.3. Risk Assessment 

Risk assessment is undertaken to systematically evaluate the potential impact of identified risks on 

the achievement of organisational objectives. This assessment considers both qualitative and 

quantitative factors to determine the extent to which risks may affect operational performance, 

financial stability, regulatory compliance, and strategic outcomes. 

Each identified risk is evaluated based on its potential impact and likelihood of occurrence, using 

a structured assessment framework. Based on this evaluation, risks are categorised into Low, 

Medium, or High-risk levels to facilitate prioritisation and informed decision-making. 
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4.5. Risk Monitoring 

Approved risk mitigation plans are subject to continuous monitoring to ensure effective and timely 

implementation. Regular updates on execution progress would be obtained, reviewed, and 

documented by designated stakeholders to assess adherence to agreed timelines, identify deviations, 

and evaluate the ongoing effectiveness of mitigation measures. This continuous oversight would 

support early corrective action and strengthens overall risk governance and control assurance. 

4.5.1. Operational-Level Monitoring (Quarterly) 

The different function heads as risk owners shall: 

 Monitor Key Risk Indicators (KRIs) 

 Track Mitigation Measures 

 Update Risk Registers 

 Escalation to Risk Management Committee  

4.5.2. Organization Level Monitoring (Bi-Annual) 

The Risk Management Committee shall: 

 Consolidate risk inputs from all Circles and Departments 

 Maintain the enterprise risk register 

 Develop and update 

 Risk Dashboard 

 Mitigation tracking matrix 

 Monitor cross-functional and systemic risks  

4.6. Risk Review 

A robust reporting and review framework would ensure that risks are systematically identified, 

rigorously assessed, and appropriately mitigated through well-designed controls and response 

mechanisms. 

Periodic audits shall be conducted to evaluate compliance with approved policies and standards, and 

performance against such standards shall be reviewed to identify gaps, strengthen controls, and 

drive continuous improvement. 

The organization operates within a dynamic business and regulatory environment. Accordingly, 

changes in internal structures, processes, technologies, stakeholder expectations, or external 

conditions must be proactively identified and assessed. Risk management practices shall be 

periodically reviewed and suitably refined to remain aligned with the evolving risk landscape. 

4.6.1. Operational Function Review (Bi-Annual Review) 

For operational functional review processes, the risk-owners shall not exercise final authority but 

shall provide structured observations and recommendations to the RMC. The different function 

heads as risk owners shall: 

 Review enterprise risk reports prepared by the RMC 
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 Provide independent challenge and advisory observations on 

 Risk exposure 

 Adequacy of mitigation plans 

 Emerging regulatory or sectoral risks. 

 Recommend enhancements to 

 Risk identification processes. 

 Control frameworks. 

 Risk reporting formats 

4.6.2. Risk Management Committee Review (Apex Authority) 

The Risk Management Committee shall: 

 Conduct formal bi-annual and annual enterprise risk reviews 

 Evaluate: 

 Top strategic, operational, financial, and regulatory risks 

 Residual exposure vs approved risk appetite 

 Effectiveness of enterprise-wide mitigation actions 

 Approve: 

 Risk mitigation strategies 

 Resource allocation for major risk containment initiatives 

 Revisions to risk tolerance thresholds 

 Closure of risks deemed adequately mitigated 

 Direct corrective action where mitigation is inadequate 

 Approve updates to the Risk Management Policy 

 

4.7. Recording & Reporting 

4.7.1. Maintenance of Risk Register 

All identified risks, along with their corresponding mitigation measures, would be formally 

documented and maintained in designated risk registers. These risk registers are subject to 

structured review and update on a quarterly basis to reflect changes in the internal and external 

operating environment, control effectiveness, and emerging risk factors. 

The maintenance of up-to-date risk registers shall enable systematic tracking of risk trends and 

evolution over time, support timely escalation wherever requ

ability to enhance response mechanisms, governance oversight, and overall risk management 

effectiveness. 

5. Risk Governance 

5.1. Risk Governance Structure 

A well-defined risk governance structure is essential for communicati

management across the organization. It ensures clarity in the allocation of roles and responsibilities 
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for managing risks on a day-to-day basis and embeds accountability at every level. For developing 

risk management framework, MSEDCL shall constitute a Risk Management Committee to be 

supported by Risk Cell. 

5.1.1. Risk Management Committee (RMC) 

It is a key group which shall adhere with the risk management framework outlined in this policy. The 

Risk Management Committee shall identify the key risks and report them to the functional risk 

owners which shall ensure that risk management activities are undertaken as per this policy. 

We recognise that the merging and identified risks need to be managed and mitigated to create 

sustainable value for all our stakeholders and achieve business objectives. 

The main objective of the Risk Management Committee shall be to provide an enterprise-wide view of 

key risks within the organization to the functional risk owners. 
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6. Guiding Principles of Risk Management Framework 

To achieve these objectives, utility should adhere to the following core principles: 

 Accountability: The Board of Directors holds ultimate responsibility for ensuring that an 

effective and robust risk management process is embedded across the organization. Their 

oversight guarantees alignment with strategic objectives and regulatory compliance. 

 Commitment: Every function, department, project site, and office shall collaborate 

seamlessly to implement this Risk Management Policy. Risk management is a shared 

responsibility that demands coordinated efforts across all levels of the organization. 

 Proactive & Strategic Leadership: Risk identification including the recognition of potential 

lost opportunities along with risk assessment and monitoring, shall be continuous and 

 decision-making processes. All 

identified risks must be documented and updated in a centralized risk repository for 

transparency and control. 

 Cultivating Strong Risk Culture: Decisions related to risk shall be informed, consistent, and 

aligned with organizational objectives. Non-compliant behaviours will not be tolerated, and 

risk management shall be approached with professionalism and integrity at all times. 

 Transparency & Compliance: Significant risks and associated mitigation activities shall be 

reported regularly. Any material failures in risk mitigation measures must be promptly 

escalated through the established reporting hierarchy to ensure timely corrective action and 

accountability. 


